Order of July 19, 2001 translated for information purpose - Not to be quoted

Order of the Minister for Technologies of the Communication of July 19, 2001, fixing the technical data relating to the electronic certificates and their reliabilities

(J.O.R.T. July 27, 2001)

(Translated from the official Arabic text for information purposes only, not to be quoted)

The Minister of the Communication technologies,

Seen the law n° 2000-83 of August 9, 2000, relating to the exchanges and the electronic trade and in particular its article 17,

See the decree n°2000-2331 of October 10, 2000, fixing the administrative and financial organization and the procedure of the National Agency of Electronic Certification,

See the decree n°2001-1667 of 17 July 2001, bearing approval of the schedule of conditions relating to the exercise of activity of supplier of services of electronic certification. 

Order:
Article 1:  This order fixes the technical data relating to the electronic certificates and the conditions of their reliability.

Article 2:  The supplier of services of electronic certification is held to emit the electronic certificates in accordance with the international standard X509, stipulated by the International Telecommunication Union. Those who wish to carry on the activity of supplier of services of electronic certification can consult those certifications near the National Agency of Electronic Certification.

Article 3:  The electronic certificate includes the following obligatory information:  

· The level of the certificate,

· The single code identifying the certificate,

· The identity and the address of the supplier who emits the certificate,

· The single identifier of the supplier of service, 

· Identity of the individual or the social name of the legal entity titular of the certificate or the domain name and identity of the manager of the servers and the name of the field and identity of the manager of the networks, 

· The single identifier of the holder of the certificate,
· The date of the beginning and time limitation of the certificate in day, hour, minute, second and tenth according to the schedule of Greenwich (GMT),
· The device of certificate and the algorithms y attached, 
· The electronic signature of the supplier of service and the algorithms y attached.

The electronic certificate can include also, the optional information envisaged by the X509 standard.

Article 4:  The certificates are used to realize the following operations:  
· Identification of its holder,
· The certificate of the realization of a transaction as well as the fixing of its date and its schedule, 
· The realization of the electronic commercial operations 

Article 5:  The supplier of services of electronic certification is charged to grant a single code particular to each certificate to distinguish it from the certificates which he emits, those valid or cancelled or suspended, and this, in accordance with the standards adopted by the National Agency of Electronic Certification which is charged to provide to the supplier services the fields of these codes.

Article 6:  The suppliers of electronic certification services must, during the signature of a certificate, use the following algorithms: 
· "RSA" in accordance with international standards PKCS 1, 
· "DSS" in accordance with international standards FIPS 186,
· "ECDSA" in accordance with the international standards X9.62.

Article 7:  this order will be published in the Official Journal of the Republic of Tunisia.

Tunis, July 19, 2001
                                  The Minister for Technologies of the Communication
                                                             Ahmed Friâa 
     Considering 
   The Prime Minister 
 Mohamed Ghannouchi

