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Order of the Minister of Communication Technologies of July 19, 2001, fixing the design features of the device of creation of electronic signature

JORT July 27, 2001

(Translated from the official Arabic text for information purposes only, not to be quoted)

The Minister of Communication Technologies, 

Seeing the law n° 2000-83 of August 9, 2000, relating to the exchanges and the electronic trade and in particular its article 5,

Seeing the decree n° 2000-2331 of 10 October 2000, relating to the administrative and financial organization and the procedure of the National Agency of Certification Electronic,

Seeing the decree n°2001-1667 of 17 July 2001, relating to the approval of the schedule of conditions relating to the exercise of the activity of supplier of services of electronic certification.
Article 1: This order fixes the design features of the creation device of the electronic signature
Article 2: Any person wishing to create an electronic signature must use a device including:  

· a pairs of keys belonging to him, made up of a private key used for the creation of the signature and of a public key used for the checking of the signature, 

· a password.
Article 3: The pair of keys is created by a reliable device and process, and this, by taking account of technical progress in the field and the unicity and the power of the pairs created and the level of insurance of the confidentiality of the private key.
Article 4: the device of creation of the pairs of keys must guarantee in particular:  

· The creation of the pairs of keys in a form conforms to the international standards into force,

· The conformity of the pairs of keys to the conditions of the algorithms of creation and checking of the signature, 

· The unicity of the pairs of keys.
Article 5: The pairs of keys must be single and personal and they can‘t on no account be transferred to the thirds 
Article 6: The holder of the private key must guarantee the conditions of safety and protection of the key of the risks of his use by the thirds, and this, by the encoding of the key by using a password placed in a protected electronic medium.
Article 7: The supplier of certification services must control the access to the creation device deposited at his place, identifying each user of this device and recording all the operations carried out by the use of this device in a particular register.
Article 8: The pairs of keys are preserved obligatorily near the supplier of services by means of a password.  They are divided into several parts of which each one is preserved near an entity different from the services of the supplier.
Article 9: The supplier of services of certification must check the conformity of the device of creation of the keys to the conditions of safety envisaged in this order and to the characteristics and international standards of securisation of information technologies
Article 10: The holder of the key and the supplier must use a device of signature which allows:  

· To preserve and use the private key by means of password,

· To hide the private key after each use
Article 11: In the event of loss of the private key, the holder of the key must request from the supplier services the suspension or the cancellation of the certificate

Article 12: The pairs of keys used by the supplier of electronic certification services are classified according to their functions in three categories:

· Pairs used for the creation and the checking of the electronic signature, 

· Pairs used for the creation and the checking of the signature registered on the electronic certificate and the registers y related,

· Pairs used for the inscription of the date and the schedule. 

 The keys mentioned above can be used only in the functions which are reserved to them.
Article 13: this order will be published in the Official Journal of the Republic of Tunisia

Tunis, July 19, 2001

 The Minister of the Communication Technologies 

Ahmed Friâa 
Considering

Prime minister

Mohamed Ghannouchi

