Decree n° 2001-2727 translated for information purpose - Not to be quoted


Decree n° 2001-2727 of November 20,2001, fixing the conditions and the procedures of use of encoding means or services through telecommunication networks, as well as the exercise of the related activities.

(O.N.T.R n° 95 du 27 novembre 2001)  

(Translated from the official Arabic text for information purposes only, not to be quoted)

Chapter 1: general arrangements

  Article1- this decree fixes the conditions and the procedures of use of encryption means or services through telecommunication networks, as well as the exercise of the related activities.  

   The provisions of this decree apply neither to the encryption means or services used by the ministries for the Foreign Affairs, national defence and furnace and of the diplomatic missions and consular accredited in Tunis.

Article2-With the direction of this decree, one understands by:  

· Means of encryption:  the whole of the equipment and the software which allows to encrypt and to decrypt,

· Activities of encryption:  any activity aiming at the production, the importation, the marketing or the export of the means of encryption, 

· Services of encryption:  services relating to the personal elements used in the devices of encrypting

Article 3- Encryption Means are classified into two categories:

· First category: every encryption mean which permit exclusively the encryption of data needed to identify the user or the equipments through network telecommunications so that to guaranty its confidentiality 

· Second category: every encryption mean which permit to encrypt or to sign electronically electronic documents exchanged through telecommunication networks 

Chapter2: Practice of encryption activities

Article 4- The practice of encryption activities requires a previous authorization of the minister of defence, who should before, and according to article 15 of this decree, take the opinion of the “encryption commission” 

Article5-Are exempt from authorization mentioned in art 4 of this decree, suppliers of electronic certification services

Chapter3: Approval of encryption tools

Article 6: Encryption means used to encrypt exchanges through telecommunication network, are subjected to the National Agency of Electronic Certification approval

    The approval of encryption tools is valid three years since the date of its delivery

Article7: Every physical or moral person wishing to get the approval of encryption means has to submit a request to the National Agency of Electronic Certification

Article 8: The request of approval of encryption means must enclose the following documents:

· a form, given by the National Agency of Electronic Certification, filled and signed by the applicant

· if necessary , an original or true to the original certificate proving the manufacturing of encryption means

· a description of technical characteristics of the  encryption mean subject to the approval request 

· a manual of use and configuration

· the applicant must provide a copy of the encryption mean subjected to the request of approval


· the National Agency of Electronic Certification has to guarantee the confidentiality of data contained in the request of approval

Article 9: The National Agency of Electronic Certification has to study the request of approval of encryption tools, control and test operations, and to answer the applicant three months at maximum since the date of reception of its request, and to provide the wanted in formations by either delivering a certificate then registering it in the list   referred to in article 10 of this decree, or by argued refusal, also it should explain steps required to obtain the approval

Article 10: The national Agency of Electronic certification has to inform the minister of defense of any officially recognized encoding mean, to provide written or electronic actualized list of these encoding means with stating the duration of its validity .This list must be available to public consultation 

Article 11: A new request of approval must be provided in the following cases:

● Modification of the technical characteristics tested during the approval of the encoding mean 

● Change of the commercial or technical name of the encoding mean

●end of validity of the approval of these means notified in article 6 of this decree 

Article 12: Are exempt from the approval procedures in article 6 of this decree, means of encoding belonging to first category, available in softwares commonly used. The National Agency of Electronic certification fixes a list of these means and softwares brought up to date periodically 

Chapter 4: The use of the encryption means 

Article 13: Are not subjected to any preliminary procedure, the use of encryption mean of first category officially recognized according to the lay out of this decree, or means of encryption of second category using personal details of electronic signature lodged by the authorized supplier of electronic certification, and who provide encryption services     

The use of any other encryption mean of second category through telecommunication networks is forbidden as long as the National Agency of Electronic Certification hasn’t received a copy of the encryption means in exchange of a deposit receipt 

Article 14: It’s forbidden to use encryption means through leisure radio electric stations or radio electric equipments which operate on rescue channels or maritime navigation channels 

Chapter 5: The encryption commission 

Article 15: It’s created a consultative commission related to the minister of defense, which is asked to give its opinion about:

· Requests of practice related to encoding activities

· Bills of legal texts related the encoding activity 

· Technical standards adopted in the field of encoding exchanges through telecommunication networks

· Any issue related to the development of encryption means and services , submitted to the commission by the minister of defense or the minister of communication technologies 

Article 16: The minister of defense or his representative is chairman of the encoding commission. It’s composed of the following members:

· a representative of the prime minister 

· a representative of the ministry of foreign affairs

· a representative of the ministry of national defense 

· a representative of the ministry of interior

· a representative of the ministry of communication technologies 

· a representative of the ministry of trade 

· a representative of the National Agency of Electronic Certification 

· a representative of the telecommunications studies and research center 

Members of the commission are appointed by the minister of national defense by decree after taking notice of the prepositions of ministries and other organisms which are concerned 

The chairman of the commission can invite, as consultant, any one whose contribution is thought to be useful

The commission is gathered after convocation of the chairman, an agenda should be communicated to members one week before the meeting. The commission can’t meet unless the majority of its member are present , if it’s not the case , a second meeting will be held ,ten days after, whatever will be the number of present members In all cases, decisions are taken according to the majority of votes of present members, if there’s no majority ,the vote of the chairman will decide

The work of the commission is registered in statements communicated to its members in a period not exceeding ten days since the day of the meeting 

The chairman can get the help of technical commissions created to that purpose, and which are in charge of the fellow-up of the national and international development of encoding means and services 

Chapter6: Administrative sanctions

Article 17:Notwithstanding the penal sanctions envisaged by the code of telecommunications, the Minister for national defence can, after opinion of the  encryption commission, to inflict to the contraveners the following administrative sanctions, after hearing of the contravener concerned:  - provisional withdrawal of the authorization for one period not exceeding 6 months, - final withdrawal.

Article 18 In the event of obvious failure with the provisions of this decree, the minister of national defence can pronounce the immediate suspension of the authorization.  A detailed file must be submitted to the encoding commission and the situation of the contravener concerned must be regularized in accordance with article 17 of this decree within a time not exceeding two months as from the date of the suspension

Article 19: The means of encryption of all categories can be seized temporarily, without allowance, by decision of the Minister of national defence or the Minister of Interior Department if it proves that the use of these means disturbs national defence and public safety, and of the Minister the communication technologies if it proves that the use of these means disturbs the safety of the networks of telecommunications

Chapter 7: Transitional provisions

Article 20: people exerting encryption activities at the date of publication of this decree have one six months period as from this to regularize their situations, in accordance with the provisions of article 4 of this decree

Article 21 the Foreign Minister, the minister of national defence, the minister of  the interior,  the minister of communication technologies ,the minister of  finances and the minister of  trade are charged, each one in what relates to him, of the execution of this decree which will be published in the Official Journal of the Republic of Tunisia

